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NOTES FROM FERPA FOR 
COUNSELORS TRAINING  
 
These notes are provided as a take-away from the training.  
They are not a substitution for the course. 

 

All material is copyrighted by Access CEU 
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What is FERPA? 
The Family Educational Rights and Privacy Act (FERPA) protects the privacy interests of 
students. FERPA is governed by the United States Department of Education’s Family Policy 
Compliance Office (FPCO). 

FERPA ensures parents and eligible students the right to access and amend their children’s 
education records, and gives them some control over the disclosure of the information in these 
records. FERPA generally prevents an education agency or institution from sharing student 
records, or personally identifiable information in these records, without the written consent of a 
parent. 

FERPA rights transfer from the parent to the student when the student turns 18 or attends a 
college at any age. Students to whom the rights have transferred are “eligible students.” 

Which schools are governed by 
FERPA? 
FERPA applies to agencies and institutions that receive funds under any program administered 
by the United States Department of Education (ED) (link to source). 

• Included are virtually all public schools and school 

districts and most private and public post-
secondary institutions, including colleges/universities and 
professional schools. FERPA applies to all components of educational 
institutions, such as each department within a university. 

• Private and religious schools at the elementary and secondary level 
generally do not receive funds from the U.S. Department of Education and 
are therefore not subject to FERPA. 

The school itself (apart from its students and teachers) need to receive funds from ED to be made 

subject to FERPA. For example, if a school district places a student with 
special needs in a private school that is acting on behalf of the 
school district with regard to providing services to that student, the records of that student are 
subject to FERPA. However, the records of other students who attend that school and pay 
privately are not subject to FERPA. For students placed at private schools by their school district, 
the school district remains responsible for complying with FERPA with respect to the educational 
records of the student. 
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Which documents are protected by 
FERPA? 

An educational agency or institution subject to FERPA may not disclose educational 
records or personally identifiable information without written consent from the parent or 
eligible student.  

“EDUCATIONAL RECORDS” is broadly defined to include those records that are: 

1. Directly related to a student 
2. Maintained by the educational agency or institution or by a party acting for 

the agency or institution, including 

Records maintained by a school nurse 

Records maintained on special education students, including the documents provided by a 
certified counselor employed at or contracted by the school 

Personally Identifiable Information (PII) 

PII links educational records to students. When student-level data is paired with PII, the 
educational record is protected and requires consent from the parent or eligible student for 
disclosure. The following are considered PII: 

• student name 
• social security number 
• address 
• mother’s maiden name 
• date of birth 
• parent’s name 

FERPA and college 
Eligible student is a student who is at least 18 years of age or who attends college at any age. 
FERPA rights are transferred from the parent to the eligible student, such that the parent of an 
eligible student no longer has access to his/her child’s educational records (source for eligible 
student rights). 

At postsecondary institutions, medical and psychological records of eligible students are excluded 
from the definition of education records if they are made, maintained, and used only in connection 
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with treatment of the student and disclosed only to individuals providing the treatment (this 
includes certified counselors). 

• These records are commonly called treatment records. 

Treatment records are records of a student who is eighteen years of age or older, or is attending 
an institution of post-secondary education, which are made or maintained by a physician, 
psychiatrist, psychologist, or other recognized professional. Treatment records are not available 
to anyone other than the professional providing such treatment or other professionals of the 
student’s choice. For example, university faculty and administrators may review the educational 
records of their students but do not have access to student treatment records maintained by the 
university mental health professionals. 

Consent 
The parent or eligible student must provide a signed and dated written consent before an 
educational agency discloses personally identifiable information from the student’s educational 
records. 

The written consent must: 

1. specify the records that may be disclosed 
2. state the purpose of the disclosure 
3. identify the party or class of parties to whom the disclosure may be made 

At any time, the parent or eligible student may request a copy of the records disclosed. 

Consent agreements are between the educational agency and the parent or eligible student. 
Protection of educational records is the responsibility of the educational agency. Your client’s 
school could be at risk of a FERPA violation if proper parental consent is not obtained prior to 
disclosures requiring consent (see exceptions below). 

As a certified counselor working with educational records protected by FERPA, you are not 
personally liable for obtaining consent.  Also, you are not permitted to share educational records 
with individuals or entities other than the student’s family and school staff. 

Exceptions to Consent 
FERPA requires written permission from the parent or eligible student to release any personally 
identifying information from a student’s education record. However, FERPA allows for certain 
exceptions (link to source): 

• School officials with legitimate educational interest 

Also permits disclosure to a contractor, consultant, volunteer, or other party 
to whom the school has outsourced services, provided that the outside party: 
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• performs a function for which the agency would otherwise use employees 
• is under direct control of the school with respect to the use and 

maintenance of the records 
• is subject to the requirements of FERPA with respect to the use and re-

disclosure of the personally identifiable information 

• Other schools to which a student is transferring 
• Specified officials for audit or evaluation purposes 
• Appropriate parties in connection with financial aid to a student 
• Organizations conducting certain studies on behalf of the school 
• Accrediting organizations 
• Disclosures to comply with judicial order or lawfully issued 

subpoena 
• Appropriate officials in cases of health and safety emergencies 
• State or local authorities, within a juvenile system, pursuant to 

specific state law 
• Directory information 

Directory information may include a student’s name, address, telephone number, date of birth, 
attendance data. Parents may opt to request their child’s directory information not be disclosed. 
Schools must tell parents and eligible students about directory information and allow parents and 
eligible students a reasonable amount of time to request that the school not disclose directory 
information about them. 

 
Remember to keep safe all the data you collect and take with you from a 
school. Losing a laptop or smartphone can present risk of FERPA 
violations. Consider locking your smartphone and tablets with a passcode 
so data are protected if a device is lost or stolen. 

Data Requests and FERPA 
A data request pertains to information requested from researchers, the press, and the general 
public. Schools may not disclose information of individual students without consent, but 
aggregated data may be shared. In addition to aggregated data, schools may release de-
identified data without consent.  Technical assistance with de-identification 

Regarding research studies 
A school may disclose information to a researcher if there is a written agreement between the 
school and the researcher that specifies: 

! the purpose, scope, and duration of the study 
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! that personally identifiable information from the education 
records will be used for the study only 

! how the researcher will conduct the study so that personally 
identifiable information is not disclosed 

! that the researcher destroys or returns to the educational 
institution (school/district) all personally identifiable 
information when the study concludes 

If the education agency determines that the researcher violated the agreement, that educational 
agency may not allow that third party access to personally identifiable information from education 
records for at least five years. 

Parent and eligible student rights 
under FERPA 
Schools must notify parents and eligible students annually of their rights under FERPA. The 
actual means of notification does not have to be directly to the parent, but where the parent will 
likely see it, such as in a memo sent home with the students, inclusion in a PTA bulletin, the 
student handbook, or newspaper article. 

The annual notification must ensure that parents and eligible students understand that they have 
the following rights (source): 

Right to inspect and review – Schools must comply with parent or eligible 
student requests to inspect and review educational records within 45 days. 

Right to request amendment of educational records – 
Parent or eligible student may identify a portion of the educational record believed to contain 
inaccurate or misleading information. The school is required to decide on the request within a 
reasonable amount of time and inform the parent or eligible student of the decision. If the school 
decides not to amend, the parent or eligible student has the right to a hearing. If the hearing 
decides not to amend the record, then parent or eligible student has the right to insert a statement 
in the record. 

Right to consent to disclosures – A school must obtain a signed and 
dated written consent from a parent or eligible student before disclosing educational records. 

Right to file a complaint – A parent or eligible student may file a written 
complaint with the Family Policy Compliance Office (FPCO) regarding alleged violations of 
FERPA within 180 days of the date of the alleged violation. 
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In December 2014, the U.S. Department of Education released a Model 
Notification of Rights for Elementary and Secondary Schools (source). 

Link to resources for model notification of rights 

Surveys and FERPA 
FERPA is implemented by the United States Department of Education office called Family Policy 
Compliance Office (FPCO). In addition to FERPA, FPCO implements a similar law called the 
Protection of Pupil Rights Amendment (PPRA). PPRA pertains to any program that receives 
funding from ED. The intention of PPRA is to protect the rights of parents and students with 
regard to survey data collection. 

PPRA requires schools and contractors to obtain written parental consent before minor children 
are required to participate in USDE-funded surveys, analysis, or evaluation pertaining to: 

> Political affiliations 
> Mental and psychological problems potentially embarrassing to the student and his/her family 
> Sex behavior and attitudes 
> Illegal, anti-social, self-incriminating and demeaning behavior 
> Critical appraisals of other individuals with whom respondents have close family relationships 
> Legally recognized privileged or analogous relationships, such as those of lawyers, physicians, 
and ministers 
> Income 

Activities of certified counselors in schools may involve surveys for research and self-
report measures.  Consult the PPRA before administering surveys to children. 

Behavior Data 
Session notes and data collected by a counselor who is employed or 
contracted by a school that receives funds from ED are educational 
records and protected by FERPA. Before using collected data for other purposes, 
such as conference presentations, be sure the data is de-identified. Remember, an agreement 
with the school is needed before collecting data that will be used as research. 

If a counselor needs data for comparison, such as grade-level averages, he or she may ask the 
school for aggregated student data. These aggregated data may be shared with the 
counselor without parental consent. 

Counselors will sometimes record video of clients. Video recordings can be very useful 
for social skills training and pictures are often used for younger students. These videos and 
pictures are considered educational records and are subject to the protection of FERPA. Obtain 
parental consent before taking video or pictures. 
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Permission to Evaluate: IDEA 2004 
In addition to parent rights under FERPA, the Individuals with Disabilities Education Improvement 
Act of 2004 (IDEA 2004) specifies consent procedures for special education evaluation and 
services. Functional behavior assessments (FBAs) and behavior intervention plans (BIPs) are 
required by IDEA 2004 when the student’s individualized education program (IEP) team 
determines that problem behavior is a manifestation of the student’s disability and also 
proactively as determined by the IEP team. 

Under IDEA 2004, FBAs are understood to be an individualized evaluation of a child. Parent 
consent is required for the initial FBA evaluation and subsequent re-evaluations. The FBA 
process may be used to determine the nature and extent of the special education and related 
service needs of the student. If a parent disagrees with the outcomes of an FBA, the parent has 
the right to request an independent educational evaluation (IEE). Procedures for IDEA 2004 
relating to student behavior and parental consent are clarified by ed.gov with a question and 
answer article provided here. 

IDEA and FERPA have some differences with regard to consent.  The reading below is a 
resource document with a comparison chart of these differences.  Note that IDEA Part C pertains 
to children ages birth-3 years old and IDEA Part B pertains to children age 3-21. 

Certified Counselors in the University 
Setting 
Counselors working in the university setting need to be aware of FERPA protections pertaining to 
the educational records of their students. In the university setting, educational records include 
student grades, class lists, student course schedules, disciplinary records, and student financial 
records. Excluded from educational records are personal observations (does not include 
systematic behavioral data collection), alumni records, and peer-graded papers not yet recorded 
as grades. Prior to writing a letter of recommendation for a student, university faculty and staff 
might check with their administration for consent procedures, as disclosure of course enrollment 
and performance are prohibited under FERPA without student consent. 

Research in the university setting is subject to the same FERPA restrictions as elementary and 
secondary educational agencies. De-identified records, student data in the aggregate, and 
directory information are permitted for use without consent from the eligible student. However, 
many universities have their own additional governance for research that should be referenced 
prior to use of any collected data for research. 
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When are records not covered by 
FERPA? 
Certified counselors work in a unique profession that is sometimes like health care and 
sometimes like education. Records of counselors who are not employed by, under contract to, or 
otherwise acting on behalf of an educational institution receiving funds from ED are not 
considered educational records and are not subject to FERPA. This is true even if the services 
are provided on school grounds because the party creating and maintaining the records is not 
acting on behalf of the school. However, these records may be subject to the HIPAA Privacy 
Rule. 

If you or your company bills health insurance companies for services rendered, you may be 
considered a covered entity under HIPAA. HIPAA stands for the Health Insurance Portability and 
Accountability Act and is governed by the United States Department of Health and Human 
Services. It was enacted by the United States Congress and signed into law by President Clinton 
in 1996. A part of HIPAA law, called the Privacy Rule, sets strict rules for how patient protected 
health information is handled. 

An important distinction between HIPAA and FERPA is that HIPAA does not apply to educational 
records. As FERPA pre-dated HIPAA, the HIPAA Privacy Rule explicitly exempts from its 
definition of protected health information any information that is governed by FERPA. If you are 
working for a school, the records you collect are governed by FERPA. However, if you are a 
covered entity under HIPAA and you are not working directly with the school as an employee or 
contractor, you will need to be aware of HIPAA’s Privacy Rule. The Privacy Rule places 
restrictions on the information a HIPAA covered entity may share with professionals who are not 
covered by HIPAA, including your client’s teacher and principal.
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FERPA & HIPAA: Key Distinctions 
Without getting into the details of HIPAA, some basic distinctions with regard to the work of 
certified counselors are outlined below. If you work with clients in a health care capacity, including 
seeing clients privately and billing their insurance, working for a behavioral health agency, or 
contractual work for any entity that is funded with health insurance or medical assistance 
reimbursements, it is your professional responsibility to be aware of the regulations of the HIPAA 
Privacy Rule in more detail than is provided here. 

Use the information below as an introduction to HIPAA or supplement to your knowledge of 
FERPA to help clarify key differences related to the work of certified counselors. Note the use of 
“student” and “client” below. While a student refers to the subject of FERPA educational records, 
it may also refer to a client of a certified counselor.
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   FERPA HIPAA 
   

Administrating 
Entity 

Family Policy Compliance 
Office of the U.S. Department 
of Education 

U.S. Department of Health and 
Human Services 

What it protects 

EDUCATIONAL RECORDS 
of agencies and insitutions 
that receive funds from the 
U.S. Department of 
Education. 

PROTECTED HEALTH 
INFORMATION of covered 
entities, including health care 
providers that bill patient 
insurance electronically. 

Records 

Educational records are the 
responsibility of the 
educational agency or 
institution. 

Protected health information are 
the responsibility of the covered 
entity, which includes 
professionals such as certified 
counselors. 

Parent Access 
Parents have access to 
education records of minor 
children. 

Parents have access to 
protected health information, 
but not services for which 
minors may give consent (such 
as mental health services). 

School Nurse 
Records 

If covered by FERPA, may 
share records with school 
staff with legitimate interest, 
but needs consent to share 
with medical professionals 
outside the school. 

If covered by HIPAA, may 
share with other HIPAA covered 
entities, but needs consent to 
share with school staff. 

Certified 
counselor 
contracted or 
employed by 
school 

Has access to educational 
records of clients without 
parental consent. 

The school needs parental 
consent to share counselor 
data and reports with client's 
doctors, as these documents 
are considered educational 
records. 

Certified 
counselor who is 
a HIPAA covered 
entity. 

School needs consent from 
parent before sharing records 
with counselor. 

The counselor may share 
protected health information 
with other covered entities 
(such as a client's doctor) 
without consent but needs 
parental consent to share with 
client's school. 
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Applications 
Q: I have a contract with a school district to provide services to students. Do I need 
parental consent to review the students’ educational records? 
A: No. As a school contractor with legitimate educational interest, you may access files of 
students you are assessing without parental consent. Remember, you are only permitted to 
review the files of those students to whom you are providing services. 

Q: I have a private practice and bill insurance companies electronically for my services. Is 
parental consent required before I interview the teachers of my clients and view their 
educational records? 
A: Yes. In this scenario, the counselor is likely covered by HIPAA and does not have access to 
educational records. Though some information, such as directory information, is available without 
consent, it is best to check that the school obtained parental consent before pursuing data from 
educational records. If you think you might be covered by HIPAA, there are other restrictions that 
may apply to your client records that you should be aware of. 

Q: I work for a university and provide clinical services to students. Do I need consent to 
share my client’s treatment plan with his or her parents? 
A: Yes. In the university setting, the client is considered an eligible student and is responsible for 
his or her own records. Disclosure to a parent is only permitted with the consent of the eligible 
student. 

Q: Does an IEP qualify as an educational record? 
A: Yes. Also, any data and reports of a counselor working for a school that receives funds from 
ED are also educational records. 

Q: I work at an approved private school for children with disabilities. Are my students’ 
records subject to FERPA? 
A: Yes, probably. If funding for each student’s education comes from a public school district, then 
yes. If the school is completely private, no. Say, for example, a school district places a student at 
a private school with public education funds but there are also students at this school who pay for 
their tuition privately. In this example, only the records of the students at that school who have 
their tuition funded by a school district are subject to FERPA.  
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COURSE REVIEW 
FERPA stands for Family Educational Rights and Privacy Act. 

FERPA pertains to educational records containing personally identifiable information. It protects 
the disclosure of educational records by requiring consent from the parent or eligible student. Any 
institution receiving funding from the U.S. Department of Education is governed by FERPA. 

For college students, treatment records are protected with more restricted access than 
educational records. 

Written consent is required for all disclosures not otherwise permitted by FERPA. The written 
consent must specify the records that may be disclosed, state the purpose of the disclosure, and 
identify the party or class of parties to whom the disclosure may be made. De-identified records 
do not require consent. 

Certified counselors who contract with the school district may review education records of clients 
for whom they have a legitimate educational interest. However, a written agreement with the 
school is required for educational records to be used in research. 

Parents and eligible students have certain rights under FERPA. These rights include: the right to 
inspect and review records, the right to request amendment of educational records, the right to 
consent to disclosures, and the right to file a complaint. 

Survey administration is protected by the Protection of Pupil Rights Amendment (PPRA). 
Counselors interested in surveying students should check the PPRA and seek parental consent 
when necessary. 

Behavior data collected per a school contract may be considered educational records. Even 
though these records are collected by the counselor, they are part of the student’s educational 
records and the responsibility of the school to protect. Data collected by certified counselors 
covered by HIPAA are not governed by FERPA, even if these data are collected on school 
grounds. 

 


