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NOTES FROM HIPAA FOR 
COUNSELORS TRAINING  
 
These notes are provided as a take-away from the training.  
They are not a substitution for the course. 

 

All material is copyrighted by Access CEU 
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About HIPAA 
HIPAA stands for Health Insurance Portability and Accountability Act.  It was enacted by the 
104th United States Congress and signed into law by President Clinton in 1996. 

There are two components to HIPAA: 
 
Title I: Health Care Access, Portability, and Renewability 
The purpose of Title I is to regulate the availability and coverage of group health plans and certain 
individual health insurance policies.  For example, Title I limits restrictions health plans can put on 
pre-existing conditions. 

Title II: Preventing Health Care Fraud and Abuse, Administrative Simplification, Medical Liability 
Reform 
The purpose of Title II is to identify rules, and penalties for violations of rules, that help prevent 
fraud and abuse in the health care system 

The Privacy Rule provides federal protection for individually identifiable health information.  It 
contains the rules practitioners must follow with regard to patient protection and rights. 

The Security Rule specifies safeguard to protect electronic protected health information.  It 
includes procedures practitioners must follow to protect health information that is stored and 
transferred electronically. 

HIPAA Administration 
The HIPAA law is administered by the U.S. Department of Health and Human Services (HHS). 
HHS is the United States government’s principal agency for protecting the health of Americans. It 
consists of 11 operating divisions, including Centers for Disease Control and Prevention (CDC), 
Food and Drug Administration (FDA), and National Institutes of Health (NIH). Link to complete list 
of operating divisions 

The Office for Civil Rights (OCR) of HHS enforces HIPAA law.  It provides policies, technical 
assistance, and public education to ensure understanding and compliance of health information 
privacy.  HHS.gov is an excellent resource for information that practitioners and patients need to 
know about HIPAA.  All the HIPAA regulatory standards are available in the HIPAA Administrative 
Simplification document, available on the website.  Link to HIPAA Administrative Simplification 
document 
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Who is a covered entity? 
Covered entity refers to any individual or organization required to follow HIPAA rules. 
There are three types of covered entities: 

1. Health Plans 

: individual and group plans that pay the cost of medical care. 
For example, any insurance provider, such as Tricare. 

2. Health Care Clearinghouses 

: entities that process information they receive from another entity into a standard information 
format. 
For example, community health management information systems. 

3. Health Care Providers 

: entities that receive patient information for the purpose of providing a health care service and bill 
patient insurance electronically. 
For example,  licensed counselors working in private practice. 

Covered Entity Decision Tool 
A decision-making tool for determining whether or not you are a covered entity is provided by 
Centers for Medicare and Medicaid Services (cms.gov).  This decision-making tool includes 
definitions directly from HIPAA law, including which electronic transactions are considered 
covered by HIPAA. 

Privacy Rule Overview 
The Privacy Rule is the term used to describe the Standards for Privacy of Individually Identifiable 
Health Information.  These standards were issued by HHS to implement the requirement of 
HIPAA law. 

HIPAA law requires the Secretary of HHS to publicize standards for the electronic exchange, 
privacy and security of health information.  These are known as the Administrative Simplification 
provisions.  Per the requirement, HHS published the Privacy Rule in 2000 and then its revised 
final form in August 2002. 

The Privacy Rule protects all individually identifiable health information held or transmitted by a 
covered entity or its business associate, in any form or media, whether electronic, paper, or 
oral.  This protected information is referred to as protected health information (PHI). 
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Protected Health Information (PHI) 
PHI includes all individually identifiable health information that is held or 
transmitted by a covered entity 

Individually Identifiable Information 
: information, including demographic information, related to the individual’s physical or mental 
health, the provision of health care to the individual, and payment history for the provision of 
health care. 

De-identified Health Information 
: neither identifies nor provides a reasonable basis to identify an individual. 
There are no restrictions on de-identified information. 

Basic Principle 

A covered entity may not use or disclose PHI, except either as the Privacy Rule permits or as the 
individual who is the subject of the information authorizes in writing. 

 
Distinction from FERPA 
PHI does not include educational records covered by the Family and Educational Right and Policy 
Act (FERPA). 

Excluded from PHI is any information covered by the Family Educational Rights and Privacy Act 
(FERPA).  FERPA applies to educational records.  It is important to distinguish which law applies 
to your practice so that you may remain in compliance.  For example, the treatment plan and data 
collected by a counselor providing services under a school district contract are considered 
educational records and are subject to FERPA, not HIPAA.  This can get confusing for licensed 
counselors who work across settings with various pay arrangements.  To begin to understand the 
differences, consider how payment for services are made.  In the case of electronically billing an 
insurance company, counselors must comply with HIPAA. 

Link to more information on distinguishing HIPAA from FERPA. 
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More Examples of PHI 
 Examples of Protected 

Health Information Does not qualify as PHI 

  
Completed intake form Covered entity's employment records of its 

employees 

Health history Clinical notes from services paid for by school 
district (protected by FERPA) 

Payment documents from 
insurance provider IEP (protected by FERPA) 

Forms with client names on 
them 

Clinical notes with all identifying information 
removed 

More information on the Privacy Rule 

 
Permitted uses of PHI without client 
authorization 
The Privacy Rule does permit certain disclosures without client authorization.  Below are the 
circumstances in which PHI may be shared without authorization from the client. 

1. The individual asks for the information 
2. Treatment, payment, and health care operations 

Treatment: the provision, coordination, or management of health care and related services for an 
individual by one or more health care providers 
◊ Includes consultation between certified counselors and other HIPAA providers, such as 
psychiatrists and physicians 

Payment: activities of a health care plan to obtain premiums and reimbursement for health care 
delivered 

Health care operations: includes case management and case coordination, credentialing, 
specified insurance functions, and general administrative activities 

3. Disclosure to family members or others directly involved in patient’s care 
4. Incident to an otherwise permitted use and disclosure 
5. Public interest and benefit activities (includes court-ordered disclosures and victims of abuse, 
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neglect, or domestic violence) 
6. Limited data set for the purpose of research, public health, or health care operations 

Most uses and disclosures of psychotherapy notes for treatment, 
payment, and health care operation purposes require patient authorization 

Psychotherapy notes: notes recorded by a health care provider who is a mental health 
professional documenting or analyzing the contents of conversation during a private counseling 
session 

In most cases, counseling session notes qualify under the definition of psychotherapy notes. 

If you have more questions regarding HIPAA for psychotherapy notes, see FAQs from the 
American Psychological Association. 

Disclosure for safety 
The HIPAA Privacy Rule permits a covered entity to disclose PHI, including psychotherapy notes, 
when the covered entity has a good faith belief that the disclosure: 

(1) is to prevent or lessen a serious and imminent threat to the safety of the patient or others and 
(2) is to a person(s) reasonably able to prevent or lessen the threat. 

This may include, depending on the circumstances, disclosure to law enforcement, family 
members, the target of the threat, or others who the covered entity has a good faith belief can 
mitigate the threat. 

for example, a certified counselor is seeing an adolescent boy who discloses feelings of 

anger toward his peers and a specific plan for how he will use a knife to injure the 
students at school who are bullying him. 

The client’s plan presents an imminent threat to the safety of the students at school, therefore the 
counselor is permitted to alert the client’s school administration, his parents, and anyone else that 
the counselor believes could help prevent the incident. 

  

Recent youth gun violence events prompted the Director of the U.S. Department of Health and 
Human Service’s Office for Civil Rights to issue a letter addressing privacy, dated January 15, 
2013.  The letter summarizes HIPAA policies and stresses the importance of disclosure for safety 
when a violent act seems probable.  The letter reads: 

The HIPAA Privacy Rule protects the privacy of patients’ health information but is 
balanced to ensure that appropriate uses and disclosures of the information still 
may be made when necessary to treat a patient, to protect the nation’s public 
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health, and for other critical purposes, such as when a provider seeks to warn or 
report that persons may be at risk of harm because of a patient. 

When is authorization needed? 
Remember, certified counselors are only governed by HIPAA when they electronically bill 
insurance companies for client services.  If this applies to your practice, authorization will be 
needed for sharing client files to anyone who is not also governed by HIPAA. 

Sharing Reports and Data with Schools 

If your practice is covered by HIPAA, authorization is required by the Privacy Rule for uses and 
disclosures of PHI not otherwise allowed by the Rule.  Unless you are providing services on 
behalf of the school district (in the case of a contractor), you need to obtain authorization before 
sharing your files with entities who are not covered by HIPAA, such as school personnel. 

Q: My practice accepts client insurance and is not contracted by my client’s school 
district. What does this mean? 
A: It means you are governed by HIPAA and you can share your client’s PHI with your client’s 
doctor but need authorization from the parent to share with your client’s teacher.  (With regard to 
sharing with your client’s doctor, consult your state’s laws first. It is possible for state law to 
require privacy practices that are more restrictive than HIPAA.)  

Q: For a certified counselor who does not bill any client’s health plan electronically, is 
authorization needed to share treatment plans with the client’s teacher? 
A: An authorization is not required by HIPAA because the certified counselor is not a HIPAA 
covered entity. 

Q: A certified counselor does not bill this particular client’s health plan electronically, but 
does so with other clients. Would authorization be needed to share an FBA report with the 
client’s teacher? 
A: Yes.  It only takes one electronic submission to a health care provider for payment to activate 
the Privacy Rule for the counselor’s entire practice. 

Q: The counselor is contracted by the client’s school, would authorization be needed to 
share an treatment plan with the client’s teacher? 
A: No.  If the counselor is acting on behalf of the school (as an employee or contractor), then the 
treatment plan is considered an educational record and is subject to the Family Education Rights 
and Privacy Act (FERPA), not HIPAA. 

Q: Does authorization work the other way too? If the counselor is covered by HIPAA 
would the teacher need to be authorized to discuss the client to the counselor? 
A: It depends on the information.  To be sure, the counselor covered by HIPAA should obtain 
consent for educational records covered by FERPA prior to talking with the client’s teacher.  For 
example, attendance records may be released without FERPA consent but disciplinary 
information cannot. 
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Obtaining authorization 
A written authorization must include include the following (sample information in parentheses): 

• A description of the PHI to be disclosed 
(information collection from session notes) 

• The person authorized to make the disclosure 
(Jane Doe, LPC, NCC) 

• The person to whom the covered entity makes the disclosure 
(John Jones, client’s school counselor) 

• An expiration date of event 
(September 1, 2016) 

• The purpose for which the information may be used or disclosed 
(The information will be used to provide recommendations for services to 
be provided at school) 

• The signature of the client or client’s caregiver 

Authorization Form Examples and Resources 

Authorization template from HHS Health Resources and Services Administration (HRSA) 
HRSA Samples and Templates Resource Center 
Authorization and research, guidance by NIH 
More information on authorizations from HHS 

Security Rule Overview 
The Security Rule is the term used to describe the Security Standards for the protection of 
Electronic Protected Health Information (summary of the Security Rule).  Like the Privacy Rule, 
these standards were issued by HHS to implement the requirement of the HIPAA law. 

The Security Rule operationalizes the protections contained in the Privacy Rule by addressing 
safeguards that covered entities must put in place to secure electronic protected health 
information.  The Security Rule was published by HHS in 2003. 

Electronic Protected Health Information (e-PHI) 

The Security Rule protects a subset of the PHI protected by the Privacy Rule, which is all 
individually identifiable health information a covered entity creates, receives, maintains, or 
transmits in electronic form.  This is called electronic protected health information (e-PHI).  The 
security Rule does not apply to PHI transmitted orally or in writing. 
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E-mail 
E-mail correspondence between a covered entity and patient is permitted by HIPAA.  Further, it is 
not required that e-mail be encrypted.  However, if a patient requests that electronic 
communication be encrypted, the provider is required to honor the patient’s request by only using 
encrypted e-mail or using paper communication instead. 

It is also recommended that the provider use safeguards to protect PHI when using e-
mail.  These suggestions include: 

• Send a confirmation to new e-mail addresses and ask the patient to 
respond, confirming it is the correct address 

• Limit the PHI included in the e-mail content 

It is also permitted for the covered entity to communicate with other covered entities through e-
mail.  If the counselor wishes to provide consult to the client’s psychiatrist, e-mail communication 
is permitted. Further, supported documents that are protected by HIPAA may be attached to an e-
mail transmission. 

One important distinction with e-mail is with regard to verification.  If a counselor receives an e-
mail from an unknown e-mail address, claiming to be a covered entity or insurance provider of a 
client, the counselor is responsible for first verifying the identify of the person who sent the e-
mail.  While there are no specific procedures regulating this process, the covered entity is 
required to seek verification prior to providing PHI.   Link to source  

Link to more guidance and practical applications with regard to the e-PHI transmission 

Electronic Files 
Access 

Where are your electronic files stored?  Is access to these files protected?  A flash drive, a laptop, 
and a smart phone are all devices that may be easily accessed by another person.  Consider 
locking electronic devices with passwords for computers and passcodes for portable devices.  It 
is the responsibility of the covered entity to ensure that access is protected.  If an electronic 
device is lost of stolen, the protection of any PHI that was stored on them may be compromised. 

Transmission security is another safeguard responsibility of covered entities.  E-mail passwords 
may be easily accessed by a third party when transmitted over a non-secure internet 
connection.  For counselors who share PHI using e-mail, consider refraining from checking e-mail 
on a public, non-secure server (such as hotels and restaurants). 

HHS has a very practical document for protecting e-PHI when accessed remotely.  The link goes 
to the charts beginning on page four, with security risks and risk management applications.  Link 
to security guidance document 
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Storage encryption is not required by the Security Rule, though circumstances may be such that 
encryption is the only method that will ensure that access is properly restricted.  The U.S. 
Department of Commerce’s National Institute of Standards and Technology (NIST) provides 
practical and detailed recommendations for storage encryption on electronic devices (link to 
recommendations). 

File Destruction and Retention 

Electronic files are not easily destroyed. Proper disposal methods include the following (link to 
source): 

• Clearing – use software to overwrite media with non-sensitive data 
• Purging – exposing media to a strong magnetic source 
• Physically destroying the storage unit – such as shredding discs or melting 

a hard drive 

HIPAA rules do not include medical record retention requirements, such as session notes, 
assessments, reports, and other data collected by counselors covered entities.  Look to state 
laws for definitive retention requirements.  If you are unsure, ten years is typically the longest 
amount of time medical records are required to be retained.  Documents that are required by 
HIPAA, such as patient authorizations, need to be retained for six years (link to source). 

Guidance on record retention is provided from Centers for Medicare and Medicaid Services 
(cms.gov). 

Security Rule Applications 
Security Risk Assessment 

The Security Rule requires providers to conduct a security risk assessment.  The purpose of this 
assessment is to identify and manage risk to e-PHI.  In March 2014, the Office of the National 
Coordinator for Health Information Technology (ONC) of HHS announced the availability of the 
Security Risk Assessment Tool for healthcare providers.  The purpose of the tool is to assist 
healthcare providers in performing and documenting the security risk assessment.  The HHS 
Office of Civil Rights also provides a guidance document on the risk analysis requirements and 
process. 

Security Rule Toolkit 

The National Institute of Standards and Technology (NIST) provides a HIPAA Security Rule 
Toolkit application that is free for download.  The application was developed to help covered 
entities better understand and implement the requirements of the HIPAA Security Rule.  It 
administers a survey of yes/no questions pertaining to the 45 implementation specifications 
identified in the HIPAA Security Rule.  A report may then be generated to guide the provider in 
areas to address for full compliance with the Security Rule.  According to the user guide, the 
toolkit questionnaire can supplement an organization’s risk assessment process. 
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Safeguard Documents for Providers 

HHS provides a thorough application of all HIPAA Security Rule safeguards in their guidance 
material webpage.  The Security Rule educational paper series provides guidance for many 
practical scenarios, such as information access management (administrative safeguard), 
electronic device disposal and re-use (physical safeguard), and methods for encryption (technical 
safeguard). 

The amount of information available on implementation of the Security Rule can be 
overwhelming.  For small providers, a good place to start is the document Security Standards: 
Implementation for Small Providers. 

Stay connect with Privacy and Security 

The Health and Human Service’s Office for Civil Rights (OCR) administers a listserv available to 
providers interested in updates that pertain to their practice.   Sign up for the privacy or security 
listservs or view archived announcements at this link. 

Intake of New Clients 
Ensuring that disclosure and authorization forms are provided to all clients is part of a good intake 
session.  If the client knows what to expect, and expectations are documented, violations may be 
more easily avoided. 

Notice of Privacy Practices for PHI 

Since HIPAA was enacted, visits to new doctors, hospitals, or pharmacies require a patient’s 
signature acknowledging receipt of the office’s notice of HIPAA privacy policies.  Anyone can go 
to a doctor or pharmacy as ask for a copy of their HIPAA privacy policies. 

All certified counselors who are HIPAA covered entities also need to provide a Notice of Privacy 
Practices for Protected Health Information to new clients.  Covered entities are also required to 
obtain the new client’s signature acknowledging that the policies were received and store the 
acknowledgement in the client’s file.  Link to more information 

Notice of Practice Practices for PHI must include: 

• A description of the ways the covered entity may use and disclose PHI 
• A statement of the covered entity’s duties to protect privacy, provide a 

notice of privacy practices, and abide by the terms of the current notice 
• Description of the patient’s rights, including the right to complain to HHS 

and to the covered entity a patient believes his or her privacy rights have 
been violated 

• A point of contact for further information and for making complaints to the 
covered entity 
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Finally, covered entities must maintain, until six years after the later of the date of their creation or 
last effective date, privacy policies and procedures, privacy notices, complaints, and other 
designations that the privacy rule requires to be documented. 

NEW FEBRUARY 2014 

There is recently added guidance on the Notice of Privacy Practices for PHI from HHS.gov 
(link).  The page includes sample notices, like this one. 

Client rights 
HIPAA regulations not only protect health information from unauthorized disclosure, they also 
provide access to clients. 

Access 

Individuals have the right to review a copy of PHI in a covered entity’s designated record set, 
EXCEPT the following PHI: psychotherapy notes, information compiled for legal proceedings, or 
information held by certain testing and research labs.  Covered entities may impose reasonable 
fees for the cost of copying and postage.  New with January 2013 revisions, patients may now 
request records in electronic format. 

Amendment & Disclosure 

The Privacy Rule gives patients the right to have covered entities amend PHI in a designated 
record set when the information is incomplete or inaccurate. 

Patients have the right to an accounting of the disclosures of their PHI.  Patients may also request 
that a covered entity restrict use or disclosure of PHI, however a covered entity is under no 
obligation to agree to requests for restrictions.  Patients who pay cash for services may ask that 
the services not be disclosed to their insurance company. 

Communication 

Clients of certified counselors covered entities can specify how they would like the counselor to 
reach them.  Preferences such as a phone number, e-mail address, and whether a message may 
be recorded on voice mail, should be discussed at the first meeting.  As previously mentioned 
with the Security Rule, if a client requests encrypted e-mail and attachments only, the counselor 
must honor this request or refrain from e-mail communication with the client. 

Staff Training 
It is the HIPAA covered entity’s responsibility to train and apply Privacy Rule and Security Rule 
safeguards to all employees.  Staff need to know the rules of confidentiality and follow procedures 
for ensuring the protection of health information.  It is up to the employer to provide training in 
privacy policies and procedures.  Covered entities must also maintain reasonable and appropriate 
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administrative, technical, and physical safeguards such as shredding documents with PHI and 
locking files. 

HIPAA Revisions and Intersections 
HITECH 

The Health Information Technology for Economic and Clinical Health Act (HITECH) was enacted 
as part of the American Recovery and Reinvestment Act of 2009.  HITECH was designed to 
promote the adoption and meaningful use of electronic health records (EHR).  HITECH also 
requires HHS to prepare an annual report on HIPAA compliance to Congress. 

The January 2013 revision of HIPAA, called the final omnibus rule, includes HITECH 
requirements.  One such requirement is that covered entities report data breaches affecting 500 
or more individuals to HHS and the media (link).  HITECH also provided higher fiscal penalties for 
HIPAA violations. 

Patient Protection and Affordable Care Act 

Also know as the Affordable Care Act (ACA) or sometimes Obamacare, ACA requires new 
operating rules for HIPAA transactions, including the use of Health Plan Identifiers and standards 
for electronic funds transfer (EFT).  Centers for Medicare and Medicaid Services (cms.gov) 
provide more information on HIPAA and ACA and a timeline for compliance deadlines (source). 

The biggest impact of ACA on counselors who are insurance providers will be for those who 
accept payment from federal funders, Medical Assistance, Medicare, and CHIP.   These 
providers are now required to implement a compliance program to minimize risk of accidental 
violations and criminal insurance fraud. 

Stay informed of future changes by subscribing to the OCR listserv. 

Penalties for Noncompliance 
HHS may provide technical assistance to help covered entities comply with HIPAA rules.  Civil 
money penalties may be imposed by HHS for failure to comply with the Privacy Rule ($100 per 
failure to comply, maximum penalty of $1.5 million per violation).  Imprisonment is also now a 
possible penalty for violation of HIPAA, per the statutes of HITECH (new with January 2013 
revision). 

Know your state’s laws 
State laws that are contrary to the Privacy Rule are preempted by the federal requirements, 
except in the case that the state law has greater privacy protection laws, provide for reporting of 
disease or injury, child abuse, birth or death investigation, public surveillance, or require certain 
health plan reporting, such as for management of financial audits.  More information 
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REVIEW 

HIPAA stands for the Health Insurance Portability and Accountability Act. 

There are two components to HIPAA: 
Title I: Health Care Access, Portability, and Renewability 
Title II: Preventing Health Care Fraud and Abuse, Administrative Simplification, Medical Liability 
Reform 

The portion of HIPAA that concerns health care providers is the Privacy Rule, specified in Title II. 
It contains the rules practitioners must follow with regard to patient/client protection and rights. 

There are three categories of covered entities: health plans, health care clearinghouses, and 
health care providers. 

Protected health information includes any personally identifiable information that could be linked 
backed to the patient. 

Disclosure of PHI requires the written authorization of the patient. However, there are several 
circumstances for which authorization is not needed, such as in the case of covered entities 
discussing patients with each other. 

Psychotherapy notes are specially protected. However, pertinent content of psychotherapy notes 
may be disclosed to prevent imminent harm to the patient or other. 

Written patient authorization is need to share protected information with anyone who is not 
covered by HIPAA, including most school personnel. 

The HIPAA Security Rule pertains to e-PHI. Guidance on e-mail transmissions and storage and 
sharing of electronic files are provided by the Security physical, administrative, and technical 
safeguards. 

Covered entities have many responsibilities, such as developing and distributing privacy policies 
to patients, providing access to records upon patient request, training employees in privacy 
policies, and keeping protected data safe. 

It is the covered entity’s responsibility to be familiar with their state’s laws, which could include 
additional restrictions. Penalty for HIPAA violations include steep fines and imprisonment. 

 


